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fag g&ar/Bid Number: GEM/2025/B/6453749
feeich /Dated: 05-08-2025

fas c&aasr / Bid Document

9= fAawur/Bid Details

95 dc @9 & ad@/a3T /Bid End Date/Time

28-08-2025 11:00:00

e geld &1 ali@/a@# ™ /Bid Opening
Date/Time

28-08-2025 11:30:00

5 Queper duar (de @A H arl/@ @) /Bid Offer
Validity (From End Date)

120 (Days)

FAGA/TST W IAA/Ministry/State Name

Ministry Of Finance

faswar @ AT/Department Name

Department Of Economic Affairs

IS H AFA/Organisation Name

N/a

PRIt 1 ATAA/Office Name

Bank Note Paper Mill India Private Limited

a&q 4ol /Iltem Category

Vulnerability and Penetration Testing

34 3@ /Contract Period

8 Month(s) 2 Day(s)

fast @ geas taa affis eesiax (3 auf @)
/Minimum Average Annual Turnover of the
bidder (For 3 Years)

5 Lakh (s)

31/8AE Jar & v 3nfla faera 3gHa &

a¥/Years of Past Experience Required for
same/similar service

1 Year (s)

3 e & Qa3 & Rodr maeas 3gHa ¢/Past

Experience of Similar Services required

Yes

THATHUHS & forw 31gera & anf iR i3’ @ ge vara
#r a5 T/MSE Exemption for Years of
Experience and Turnover

No

TSR & foIv Feré3m & Fe ug & / Startup

Exemption for Turnover

Yes | Partial | Turn over value - 4 (in lakhs)

fahar & #FT 3T gEAAs/Document required

from seller

Experience Criteria,Bidder Turnover,Additional Doc 1
(Requested in ATC),Additional Doc 2 (Requested in
ATC),Additional Doc 3 (Requested in ATC),Additional Doc 4
(Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

1/8



{95 faawui/Bid Details

w1 3 AfagreRl g 3ues U T gFdardsi B
fafaer 3t ser A arer W FAfdEreRt R
e §7 Hed A #/Do you want to show

documents uploaded by bidders to all
bidders participated in bid?

Yes (Documents submitted as part of a clarification or
representation during the tender/bid process will also be

displayed to other participated bidders after log in)

fdz e & gHI-H qaa & U TS FeTdA
aeArh faharsit r @&l / Minimum number of

buyer

3
bids required to disable automatic bid
extension
da$ S| / Number of days for which Bid |7
would be auto-extended
fag O Ray Aerelt @fiha fhar/Bid to RA enabled | No
Pl & faTw suasy 3EAH/ITC available to Yes

95 @1 g /Type of Bid

Two Packet Bid

dbNdT FeAihd &b SR ThAD FTART &

AT WA /Time allowed for Technical 3 Days
Clarifications during technical evaluation
qAad s ea /Estimated Bid Value 1600000

Heaid ugfa/Evaluation Method

Total value wise evaluation

$uardl faawu/EMD Detail

TsaIsery da/Advisory Bank HDFC Bank

suadr IfRAYEMD Amount 32000
$diish faavoT /ePBG Detail

TsarseRl da/Advisory Bank HDFC Bank

gurirsh ufaera (%)/ePBG Percentage(%) 5.00

Sdirsh fr 3marges 3afd (AE) /Duration of ePBG 12

required (Months).

(a). ST P Al &b IFFA STHA T &b FTgd 19X Bl FaTAT I & fow I8 & @Y Ju Fa1lda geards

BT & Jierdel eret TEGHT b for

Policy.

TG B & THTES
ar a2r a3t & forw Jar yerar SUHST ¥ T & urT & | R A z@ AfA Fgm @
T W@ I §1/EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document
for the relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and
Service Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
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(b).3UHASY AR HUIG STATAd T, e TE 9] el &, arrf & uat & gielr arfew| / EMD & Performance securityshould be
in favour of Beneficiary, wherever it is applicable.

aradt /Beneficiary :

General Manager (F&A)

Bank Note Paper Mill India Private Limited, Entry Gate 1, Administrative Building, Paper Mill Compound, Note
Mudran Nagar, Mysuru - 570003. Karnataka.

(Bank Note Paper Mill India Pvt Ltd)

UIN Number NCTGC2415P

fasmsie1/Splitting
el fasrsar ona A& foRar Ir1/Bid splitting not applied.

TH3NMSINS 31]drels/MIl Compliance

THIMSIMS Hgarer=t/MIl Compliance Yes

1. If the bidder is a DPIIT registered Startup, the bidder shall be exempted from the the eligibility criteria of
"Bidder Turnover" as defined above subject to their meeting of quality and technical specifications. If the bidder
is DPIIT Registered OEM of the offered products, it would be exempted from the "OEM Average Turnover" criteria
also subject to meeting of quality and technical specifications. The bidder seeking exemption from Turnover shall
upload the supporting documents to prove his eligibility for exemption.

2. The minimum average annual financial turnover of the bidder during the last three years, ending on 31st
March of the previous financial year, should be as indicated above in the bid document. Documentary evidence in
the form of certified Audited Balance Sheets of relevant periods or a certificate from the Chartered Accountant /
Cost Accountant indicating the turnover details for the relevant period shall be uploaded with the bid. In case the
date of constitution / incorporation of the bidder is less than 3-year-old, the average turnover in respect of the
completed financial years after the date of constitution shall be taken into account for this criteria.

3. Years of Past Experience required: The bidder must have experience for number of years as indicated above in
bid document (ending month of March prior to the bid opening) of providing similar type of services to any
Central / State Govt Organization / PSU. Copies of relevant contracts / orders to be uploaded along with bid in
support of having provided services during each of the Financial year.

4. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

5. Past Experience of Similar Services: The bidder must have successfully executed/completed similar Services
over the last three years i.e. the current financial year and the last three financial years(ending month of March
prior to the bid opening): -

1. Three similar completed services costing not less than the amount equal to 40% (forty percent) of the
estimated cost; or

2. Two similar completed services costing not less than the amount equal to 50% (fifty percent) of the estimated
cost; or

3. One similar completed service costing not less than the amount equal to 80% (eighty percent) of the estimated
cost.

If the buyer has mentioned MSE purchase preference in ATC then service provider is required to upload
necessary documents for MSE purchase preference for verification by the buyer during evaluation.

THRd 7 3uas fhe S $r 3maawdar /Excel Upload Required :

MANDATORY DOCUMENTS CHECKLIST IN TECHNICAL BID - 1754392225.xlIsx
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https://bidplus.gem.gov.in/resources/upload_nas/JulQ325/bidding/excel/bid-8090484/1754392225.xlsx

AR deaar /3maas 3ea/Additional Qualification/Data Required

Payment Terms:a. 60% payment of contract value shall be made within 30 days from date of Interim Report
submission and acceptance by BNPM.

b. Balance 40% payment of contract value shall be made within 30 days from date of Final Report submission
and acceptance by BNPM.

Network Infrastructure and data flow diagram:1754392312.pdf

Format to be uploaded by buyer for the breakup of components on cost/price offered by Service
Provider in the Bid:1754392318.pdf

Format of Non disclosure agreement:1754392345.pdf

Scope of Work:1754392364.pdf

Pre Bid Detail(s)

e ATl @S g&rdsi/Pre-Bid

Date and Time -9 Trei/Pre-Bid Venue

Bank Note Paper Mill India Pvt Ltd, Entry Gate 4 (Godavari Gate),
12-08-2025 11:00:00 Administrative Building, Paper Mill Compound, Note Mudran Nagar, Mysuru -
570003. Karantaka.

Vulnerability And Penetration Testing (1)

dmeidhr faRPAr /Technical Specifications

faazor/

A/ Values
Specification

#R / Core

Scope of VA Network , Web Application , 10T devices

Security Infrastructure Review , Data Communications and Network Control Review , Secure

Activities of VA Configuration Review (Devices/OS) , Application Security Audit (OWASP Top 10)

Vulnerability Addressing , Plug-in solution to be recommended , Application Security Audit

Activities of PT (OWASP Top 10)

Standards to be

followed 1ISO27001:2018

CERT-In
empanelment Yes
required

us3iiel /Addon(s)

AR faaxor /Additional Details

No. of IP

Addresses 744
No. of APIs 2
Number of IT

Assets 750
Number of 14
Applications
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https://bidplus.gem.gov.in/resources/upload_nas/JulQ325/bidding/biddoc/bid-8090484/1754392312.pdf
https://bidplus.gem.gov.in/resources/upload_nas/JulQ325/bidding/biddoc/bid-8090484/1754392318.pdf
https://bidplus.gem.gov.in/resources/upload_nas/JulQ325/bidding/biddoc/bid-8090484/1754392345.pdf
https://bidplus.gem.gov.in/resources/upload_nas/JulQ325/bidding/biddoc/bid-8090484/1754392364.pdf

$AYC IR RSN awr Rad AR GRHATH)/Input Tax Credit(ITC) and Reverse Charge(RCM) Details

SITHA W gaYe & Hise /ITC on GST SiTHEE 3ua @ HiSC /ITC on GST Cess

100% NA

AR AR grards /Additional Specification Documents

WA /Ruiféar 31As /Consignees/Reporting Officer and Quantity

/SN TR/ R féar Fareat $ ar AN IavaFar
T | sfer® /Consignee gdr/Address / Quantity To /Additional
o. be setas 1 Requirement

Reporting/Officer

570003,Entry gate 1, Admin
1 Gopalakrishnan M Building, Paper Mill Compound, || 1 N/A
Note Mudran Nagar,

¥ar gru i a7 Rz & v wf/Buyer Added Bid Specific Terms and Conditions

1. Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file.

2. Generic

Bidder financial standing: The bidder should not be under liquidation, court receivership or similar
proceedings, should not be bankrupt. Bidder to upload undertaking to this effect with bid.

3. Forms of EMD and PBG
Bidders can also submit the EMD with Account Payee Demand Draft in favour of

BANK NOTE PAPER MILL INDIA PRIVATE LIMITED
payable at
MYSURU

Bidder has to upload scanned copy / proof of the DD along with bid and has to ensure delivery of hardcopy
to the Buyer within 5 days of Bid End date / Bid Opening date.

4. Forms of EMD and PBG
Bidders can also submit the EMD with Fixed Deposit Receipt made out or pledged in the name of A/C

BANK NOTE PAPER MILL INDIA PRIVATE LIMITED

. The bank should certify on it that the deposit can be withdrawn only on the demand or with the sanction
of the pledgee. For release of EMD, the FDR will be released in the favour of the bidder by the Buyer after
making endorsement on the back of the FDR duly signed and stamped along with covering letter. Bidder
has to upload scanned copy/ proof of the FDR along with bid and has to ensure delivery of hardcopy to the
Buyer within 5 days of Bid End date/ Bid Opening date

5. Forms of EMD and PBG
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2025/Aug/GEM_2025_B_6453749/CLM0010/ANNEXURES_abf8703d-5cb2-444f-86da1754393152104_BNPMSCM3.pdf

10.

Bidders can also submit the EMD with Banker’s Cheque in favour of

BANK NOTE PAPER MILL INDIA PRIVATE LIMITED
payable at
MYSURU

Bidder has to upload scanned copy / proof of the BC along with bid and has to ensure delivery of hardcopy
to the Buyer within 5 days of Bid End date / Bid Opening date.

Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Fixed Deposit Receipt also (besides
PBG which is allowed as per GeM GTC). FDR should be made out or pledged in the name of

BANK NOTE PAPER MILL INDIA PRIVATE LIMITED

A/C (Name of the Seller). The bank should certify on it that the deposit can be withdrawn only on the
demand or with the sanction of the pledgee. For release of Security Deposit, the FDR will be released in
favour of bidder by the Buyer after making endorsement on the back of the FDR duly signed and stamped
along with covering letter. Successful Bidder has to upload scanned copy of the FDR document in place of
PBG and has to ensure delivery of hard copy of Original FDR to the Buyer within 15 days of award of
contract.

Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Account Payee Demand Draft also
(besides PBG which is allowed as per GeM GTC). DD should be made in favour of

BANK NOTE PAPER MILL INDIA PRIVATE LIMITED

payable at

MYSURU

. After award of contract, Successful Bidder can upload scanned copy of the DD in place of PBG and has to
ensure delivery of hard copy to the original DD to the Buyer within 15 days of award of contract.

Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Payment online through RTGS /
internet banking also (besides PBG which is allowed as per GeM GTC). On-line payment shall be in
Beneficiary name

BANK NOTE PAPER MILL INDIA PRIVATE LIMITED

Account No.

05230350002465

IFSC Code

HDFC0000523

Bank Name

HDFC BANK

Branch address

RICHMOND ROAD BRANCH, BANGALORE

. Successful Bidder to indicate Contract number and name of Seller entity in the transaction details field at
the time of on-line transfer. Bidder has to upload scanned copy / proof of the Online Payment Transfer in
place of PBG within 15 days of award of contract.

Certificates

Bidder's offer is liable to be rejected if they don't upload any of the certificates / documents sought in the
Bid document, ATC and Corrigendum if any.

Purchase Preference (Centre)

Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated
23.03.2012 issued by Ministry of Micro, Small and Medium Enterprises and its subsequent
Orders/Notifications issued by concerned Ministry. If the bidder wants to avail the Purchase preference,
the bidder must be the manufacturer of the offered product in case of bid for supply of goods. Traders are
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excluded from the purview of Public Procurement Policy for Micro and Small Enterprises. In respect of bid
for Services, the bidder must be the Service provider of the offered Service. Relevant documentary
evidence in this regard shall be uploaded along with the bid in respect of the offered product or service. If
L-1 is not an MSE and MSE Seller (s) has/have quoted price within L-1+ 15% of margin of purchase
preference /price band defined in relevant policy, such Seller shall be given opportunity to match L-1
price and contract will be awarded for percentage of 100% of total value.

11. Purchase Preference (Centre)

Preference to Make In India products (For bids less than 200 Crore):Preference shall be given to Class 1
local supplier as defined in public procurement (Preference to Make in India), Order 2017 as amended
from time to time and its subsequent Orders/Notifications issued by concerned Nodal Ministry for specific
Goods/Products. The minimum local content to qualify as a Class 1 local supplier is denoted in the bid
document 50%. If the bidder wants to avail the Purchase preference, the bidder must upload a certificate
from the OEM regarding the percentage of the local content and the details of locations at which the local
value addition is made along with their bid, failing which no purchase preference shall be granted. In case
the bid value is more than Rs 10 Crore, the declaration relating to percentage of local content shall be
certified by the statutory auditor or cost auditor, if the OEM is a company and by a practicing cost
accountant or a chartered accountant for OEMs other than companies as per the Public Procurement
(preference to Make-in -India) order 2017 dated 04.06.2020. Only Class-I and Class-Il Local suppliers as
per MIl order dated 4.6.2020 will be eligible to bid. Non - Local suppliers as per Mll order dated 04.06.2020
are not eligible to participate. In case Buyer has selected Purchase preference to Micro and Small
Enterprises clause in the bid, the same will get precedence over this clause.

12. Generic

1. The Seller shall not assign the Contract in whole or part without obtaining the prior written consent of
buyer.

2. The Seller shall not sub-contract the Contract in whole or part to any entity without obtaining the prior
written consent of buyer.

3. The Seller shall, notwithstanding the consent and assignment/sub-contract, remain jointly and severally
liable and responsible to buyer together with the assignee/ sub-contractor, for and in respect of the due
performance of the Contract and the Sellers obligations there under.

sedawor/Disclaimer

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached categories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

9. Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export

© N o v A
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf

experience.
11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

15. Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1
bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

16. Buyer added ATC Clauses which are in contravention of clauses defined by buyer in system generated bid
template as indicated above in the Bid Details section, EMD Detail, ePBG Detail and MIl and MSE Purchase
Preference sections of the bid, unless otherwise allowed by GeM GTC.

17. In a category based bid, adding additional items, through buyer added additional scope of work/ additional
terms and conditions/or any other document. If buyer needs more items along with the main item, the
same must be added through bunching category based items or by bunching custom catalogs or
bunching a BoQ with the main category based item, the same must not be done through ATC or Scope of
Work.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

All GeM Sellers / Service Providers are mandated to ensure compliance with all the applicable laws /
acts / rules including but not limited to all Labour Laws such as The Minimum Wages Act, 1948, The
Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The Equal Remuneration Act, 1976,
The Payment of Gratuity Act, 1972 etc. Any non-compliance will be treated as breach of contract
and Buyer may take suitable actions as per GeM Contract.

This Bid is governed by the @mar=g fa3¥s1 31X d/General Terms and Conditions, conditons stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in @raA=a f@7s1 3R acd/General Terms and Conditions is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

SIH B AHT A & TS 26 & HeH H ARG & WY HH A AT A arel ¢ & [T & Wlg W ufdey & da9
HIIT & WY qA Ao TS S Tt ¢ & ;s o =X 39 Afdg & fe ¢ & fow Joft oy @om 59 a8 [z &3 aren
qeTA WY & wH Golpd allfds & o dd §#g s &l 3@ 3gureld B glan 3R IS o e awon fhu S
T SHB IHUToled o &Il U IHJAY Bl dehlel FATE Pl AR Bl & A 31 T Fefeh HLars & 3T 9w lin terms

of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which shares a
land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to undertake

compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action in
accordance with the laws.

---ggarg/Thank You---
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https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20250805
https://bidplus.gem.gov.in/bidding/bid/bidsla/65455931354256
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